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A secure data parser is provided that may be integrated into
any suitable system for securely storing and communicating
data. The secure data parser parses data and then splits the
data into multiple portions that are stored or communicated
distinctly. Encryption of the original data, the portions of
data, or both may be employed for additional security. The
secure data parser may be used to protect data in motion by
splitting original data into portions of data, that may be com-
municated using multiple communications paths. A keyed
information dispersal algorithm (keyed IDA) may also be
used. The key for the keyed IDA may additionally be pro-
tected by an external workgroup key, resulting in a multi-
factor secret sharing scheme.
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